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Background 

Requirement 
The purpose of this document is to articulate the process and hand-offs required between the Department of 
Veterans’ Affairs (DVA) Data and Insights (D&I) Branch and the relevant teams in Corporate Legal Branch and 
Client Access and Rehabilitation (CARB) Branch when being advised of updates to the ‘Research Opt-Out List’ 
(the List).  

This is an interim requirement only until new capability comes into play.  

Overview 
When a client commences formal interactions with DVA (usually through a claim), a client is presented with an 
overview of how their personal information is collected, used and disclosed by the department. One element 
of DVA’s use and disclosure includes use and disclosure of personal information for public health purposes such 
as research and investigations, or to improve the wellbeing, treatment, services and outcomes for veterans. 

Under the Privacy Act 1988 and DVA’s Privacy Policy, DVA clients can opt-out of having their personal 
information used or disclosed for research and other public health purposes.   

As there is currently no automated capture of the ‘opt-out’ process, manual action is required by multiple teams 
to ensure these requests are carried out. It is intended that new capability to be built in Process Direct. This will 
facilitate better automated processing of new opt-out requests. As an interim action, the manual process of 
ensuring the exclusions are actioned will be managed by the Data & Insights Branch.  

Scope of the Standard Operating Procedure 
This document provides the operational detail to support undertaking, administering and reviewing the List. It 
is intended for the use of Data & Insights staff, noting that other parties may refer to this document as 
appropriate.  

This document is not intended to describe the technical elements of the exclusion process, or to replace extant 
artefacts that outline related details. 

Review of the Standard Operating Procedure 
The review period is annually, commencing one year after the effective date of the SOP. An earlier review date 
is permitted where necessary (e.g. changes to legislation, changes to departmental policy and procedures, new 
contractual arrangements, or major changes to processes).  

Material changes to the document require the review and endorsement of the nominated approvers. 
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Action – Updating and escalating request  

This section details the steps required to action the request to opt-out.  

1. Once advice is received by  the client’s details will be added to the Master 
List (TRIM 21915010E).  

2. Once the list has been updated and the ‘Embed’ process (describer below) has been complete, email the 
TRIM link to: 

a. VAN Quality Improvement –  

i. VAN QI can reference the list for queries regarding update status. 

b. 

c. Veterans Mates - VETMATES@dva.gov.au  

i. The Veterans Mates program team will advise the current supplier to remove the 
addition/s from any immediate activity.  

d. Data Products –   

i. Data Products should review any current data requests to ensure excluded clients 
are not part of any dataset being created.   

e. The delegate/case manager (where request has come from an individual staff member) 

i. Can be assured that the request has been actioned and provide advice to the client.  

f. Only when Information Law is the referring party – email Privacy.Enquiries@dva.gov.au  

i. Information Law can then confirm action has been taken as requested. 

Embed – Exclusions are complete  

This section details the steps required to embed the List to enable future exclusions.  

1. Create a Jira ‘DATA’ job to assign the below actions.  

2. Data Products team will use the process outlined in TRIM/CM9 record 21915010E to amend the list. It 
utilises VBA code to create a .CSV file in two shared R: folders – one for Services Australia to upload as part 
of the DMIS data exclusions and a second to upload to the EDW so the table can be linked to internal data 
requests. Do not create a new record, update the existing record only.  

3. Log a MySupport job. Search for the ‘DVA Core Business Applications faults and issues’ request. Complete 
the fields as indicated in the below screen shots. Attach a copy of the updated Exclude List (not the TRIM 
link). Then click ‘Submit’. 

 

 

4. As the MySupport will be recorded against your user name, record the Service Desk (SD) number in the Jira 
request so it can be used to escalate the request if not actioned within the required timeframe of 5 business 
days. If escalation is required, email the MySupport SD number to    

The process above is what facilitates the exclusion for the Veterans’ MATES data feed. 
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Screen Shots – ‘DVA Core Business Applications faults and issues’ request form 
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5. This ends the embedding process.  
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Addressing Feedback and Questions 

This section details the common questions relating to the Opt-out process or List. 

1. Q. Can I opt-out of having my personal information shared with other government agencies 
(Commonwealth and State/Territory)?  

A. You can only opt-out in circumstances where DVA requires your consent to disclose your personal 
information to another government agency. If DVA is required or authorised under an Australian law 
to share your personal information with a Commonwealth, State or Territory agency your opt-out will 
be of no effect. For example, this may include sharing personal information with Centrelink to ensure 
an overpayment isn’t generated when your DVA payments commence; giving your information to 
Department of Defence to match against their client database to confirm your entitlements; or to 
comply with a court order. 

2. Q.  If my information has already been shared, can I have it retracted?  

A. When DVA discloses your personal information it is not able to withdraw it. The date you advise DVA 
that you want to opt-out of having your personal information used and disclosed for research is the 
effective date your information will cease to be disclosed.  

3. Q.  What happens to my information once it has been shared?  

A. In order for DVA to consider disclosing personal information for research, the research entity must 
consider if Ethics approval is required or if the requester should enter a Data Management Agreement 
with DVA. DVA generally share only limited amounts of personal information about an individual. For 
example, only information in relevant fields would be included in a dataset provided for research.  
Where practical, dependant on the research, DVA would usually only share de-identified information. 

4. Q.   What do I do if a client believes their information has been shared without consent?  

A. If an individual considers that DVA has interfered with their privacy by acting in breach of the 
Australian Privacy Principles they can make a complaint to DVA or to the Office of the Australian 
Information Commissioner.  

In the first instance, we recommend that individuals report their privacy complaint in writing to the 
department using the contact details below.  

POST 

Privacy Officer 

Department of Veterans’ Affairs 

GPO Box 9998 

BRISBANE QLD 4001 

EMAIL privacy.enquiries@dva.gov.au 

5. Q.   How do I check if a client is already on the list?  

A. Please review the Master List (TRIM 21915010E). Please allow at least 5 business days from the initial 
point of contact for the Master List to be manually updated.  If the client’s name appears, they are on 
the list. If they do not appear on the list, submit the request as outlined above. If the client advises they 
have already requested to opt-out, and it has been more than 5 business days, please forward proof of 
the earlier request to  for the correct date of effect to be recorded. The 
Data & Insights team will investigate why action may not have taken place.    
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